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Abstract

A denal-of-servie (DoS) attackis an attemptby a single personor a groupof peoge to disruptanonline
service. In abandvidth attad, attackersclog links or routes by generding atraffic overload. This canhave
seriausconsguen@sto companiesthatrely ontheir online availability to do business.Theubiquity of tools
to organize DoS attacks and the detemination of somepeope to wreak havoc make for potential future
probdems. This thesisproposesa MUIti-Level Tree for Online Packet Statistcs (MULTOPS): an attack

resigant datastructure enabling routers to dete¢ ongdng bandwidh attacls by searding for signficant
asymmeties betveenpadet ratesto and from different sulnets. Statistics arekeptin atree thatdynami-

cally adaptsits shapeto (1) reflectchargesin paclet rates, and (2) avoid (maliciously intended) memory
exhawstion. A MULTOPSIs suitable to detect the type of bandwidh attadk thatoccuriedon alarge scalein

Februay 2000. To remainundedected the attadker hasto launch the attackfrom a large numberof distinct
siteswhich makesmouning the attack moredifficult. Thiswill hopdully discourage mary attakers.
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To Lisa

“At that time Michad, thegreat prince who protectsyour pele, will arise.Therewill bea
time of distresssuchashasnot happenedfrom the beginning of nationsuntil then.. Thosewho
arewise will shire like the brightnessof heavens... Many will go hereandthereto increase
knowledg€. (Daniel12:1-4)
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Chapter 1

Intr oduction

A denil-of-service (DoS) attackis a maliciousattemptoy a single personor a group of peopkto cripple an
online senice. This canhave seriows cornsequacesfor companessuchasAmazonandeBaywhich rely on
their online availability to do busness.On Februay 9, 2000, Yahoq eBay Amazon.can, E*Trade,ZDNet,
Buy.com,the FBI, andsereral other Websites fell victim to DoSattadks ([1], [2], [3]) resuting in millions
of dollarsin damageln May 2000the samefatebefell Slashat.omg [4].

Sophigicated tools to gain root acessto other pele’s machinesare freely available on the Internet
([5], [6]). Thesetoolsareeay to use,evenfor compuer illiter ates.Oncea machire is cracked, it is turned
into a “zombi€’ undercontol of one“mastea.” The masteris opeatedby the attacler [7]. The attaker
caninstruct all its zombiesto serd bogusdatato one particular destnation Simultaneaisly, the resuting
traffic canclog links, cau® routers nearthe victim or the victim itsdf to fail unde theload Similarly, a
phore numbercan be attacled by letting a hardful of peoge continuousy call thatnumter. The type of
DoSatteck thatcausesproblemsby gererating anoverload of traffic is known asabandwidth attack. This
thesi focuseson bandvidth attacks.

Several reasms undelie the absece of a solution agairst bandwidh attadks. Both IP and TCP can
be usedas dargerois weaponsquite easily. Sinceall Web traffic is TCPIP basel, attaclerscanreleag
their malicious packetson the Internet without being conspicuaus or easly tracedle. It is the massof all
pacletstogether that posesa threat rather than singe chamacterstics of individual packets. A bandvidth
attak soluion is, therebre,morecomplec thana straightforward filter in aroute.

A key problemto tackde whensolving bandwidh attads is attack detection. Detecing a bandvidth
attak might be easyin thevicinity of the victim, but getsmoredifficult asthe distance(i.e., hop court) to
thevictim increases.In addiion, an attack detecion mechamsm mustbe ableto estdlish the source(s)of
the attack. Furthemore,ary mechatmsm to detectbandvidth attads mustbe robust,for it will bealikely
target of attacks itself. In short a bardwidth attackdetecion mechansmmustbe:

e sensitive: detect bandvidth attacks

e accurate: nofalsealarms



¢ fair: punishatteckersonly
e robust: withstard attads on the deted¢ion mecharsmitself

¢ inexpensve: notinduceanunaceptalke perpaclet overhead

TCP acknowledges the recapt of one or more padets by sendng back a paclet to the sende. The
bandvidth attackdetecton mechansm propcsedin this thesisexploits this property of TCR In addtion,
TCPis an“adaptive” protocol: it reactsto the loss of ackrowledgementsby decreaing the sendng rate.
Whatfollows is thatthe paclet rateto a certain hostor sutmetshoul always be proportional to the paclet
ratefrom thathostor subret. A route obsewing a certan paclet ratein onedirecton with a significantly
lower padketratein the oppositediredion cansuspet thatthe slower sideis unabk to copewith thetraffic
it is receving andmay, therefore be underatteck.

Thisthess propcsesaMUIti-Le vel Treefor Online Packet Statistics (MUL TOPS) anattackresigant
datastrucure enalling routersto detect ongoing bandwidh attacls by keeping track of paclet rates to
andfrom subrets. A MULTOPScanzoomin on subretsthat behae congicuausly to gain more precise
informationand help determire the souice(s)of the attack The MULTOPSatteck detedion mechamsm is
a novel tecmiqueto detect bandvidth attacks that are mountel using unadhptive protocols suchas UDP
andICMP. This coversall Februay 2000attacls. In mostcase, the MULTOPSbandvidth attackdetedion
mechamsm fails to detectattecksthataremourted using adapive protocolssuchasTCP,

Therestof this thess is orgarized asfoll ows. Chapter2 givesan overview of DoS attaks. Chaper 3
introducesthe conceptsbehird MULTOPSbandwidh detedion. Chaper 4 deak with the implemenation
of MULTOPS.Chapter5 looks at how well a MULTOPSdetects different bandwidh attacks. Chapter6
givesrecommenmrationsfor future reseach. Chaper 7 condudesthis thesis.
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Chapter 2

Overview of DoS attacks

DoSattaclks canbedividedinto atlead threetypes (1) exploiting implementatian bugs, (2) senerresairce
attaks, and(3) sener bandvidth attecks. DoS attads that exploit implemenation bugs are (in principle)
relaively eay to solve by instdling proper patthes.

Attacks on sener resouces(memory disk spa@, etc.) are more difficult to stop becase they often
exploit legitimate protocol featuresratherthansimple bugs. Suchattadks exploit featuresof applications
or of protocolsabove the transportlayer. Exampleattacks agairst psewonym mail senersaregereratirg
exponrentid mail loopsor maliciously creating a large numberof pseuadnym acmuntsin a shorttime [8].
Thesehigh-level DoSattadks mustbehandedby theappication in quegion, sinceit is impossble for lower
network or sysemlayersto deted or courter the spedfic problem.

Attackson sener bandvidth are perfoomedby congestirg the victim’s networks with (usekss)traffic.
Bugsin routas on the victim’s network cancausethe routeas to crad, compounding the prodem. Some
attaks geneaateeasly idenifiable padketsthatcanbefiltered or rate-limited becaisethey never occu in
high volume during normal operdions [9]. More subty, bardwidth attacks may be causedby traffic that
looksenirely normalexceptfor its highvolume[10]. Usually, bandvidth attecksrequre agroup of attaclers
to cogperatein order to geneatesuficienttraffic.

Therestof this chager is organizedasfollows. Sectiors 2.1 and2.2 dealwith somegeneal DoS attadk
issues. Sectiors2.3,2.4,2.5,and2.6 descibe spedfic DoSattadks. Section2.7 classifiesbandwidh attacls.
Section2.8 dealswith somesolutionstha have beenproposedsofar.

2.1 IP Spoofing

IP spoofingis lying abou one's own IP address. Whenwriting to araw socket,aprogamcanfill theheade
fieldsof anlP paclet with whatever it wants. This requiresroot permisionwhichis alwaysknown to auser
running Linux onaPC.Sincerouting is donebasel onthe IP destnation addressonly, theIP sourceaddess
canbe anything. In somecasesattackersuseonespedfic IP soure addresson all outgoing IP paclets to
malke all returring IP paclets—andpossbly ICMP messags—goto the unfortunateowner of thataddress.
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Attackers alsouselP spoding to hide their locaton onthe network. Section2.3looks atanattackthatuses
IP spoofingto flood a victim.

Ingress/Egressfiltering ([11], [12]) is perfamedby routersto effectively eliminate IP spaofing. Routers
matchthelP soure addres of eachoutgoing pacletagaing afixedsetof IP addreses.If no matchis found,
the paclet is dropped. For example,arouteratMIT will only routeoutgoing paclketsthathave anlP soure
addessfrom subné 18.0.00/8 (seeApperdix B for anexplanationof this notation). Although IP spoding
is a nice weapa for attaclersto wield, it is in mary casesno morethanjust that. As moreattakersare
involvedin anattack ead opeaatingfrom differentnetworks, theneedfor IP spoofingbecanesless Ingress
andegressfiltering will make thelife of anattacler moredifficult, but they arefar from beinga panaea.

Stefan Savage et al. have devised a schemecalled IP Traceback [13] that assstsin tracking down
attakers postmortem. Their technique requires routea's to probailistically mark paclkets such that the
receivingendcanrecorstrud the routethat padetsfollowed, provided thatenaugh paclets weresent. This
techriquelooks very promisng, but its mainweaknessis that it only assstsin finding attaclers;it provides
no protedion agains$ bandvidth attacks. IP Tracebak is primarily effective by being adeterent.

2.2 Distributed DoSattacks

Onesingle nonspoding attacker tha genegatesmoretraffic thanthevictim canhande is easilyidentifiable.
The defeng is to deplby a filter in a router on the victim’s or—preferably—the attacler’s nework that
blocks all packetsfrom the attacler. If the attacker randamly spoofs IP addessesthenan ingress/gress
filtering edgerouter on the attacker’s network will stop mostpaclets. Thatforcesthe attacler to only use
IP addressesfrom her own network for spoofing Confrontedwith this attecker, the victim is facedwith a
bigger prodem. As som asthe victim knows from which network the atteck is coming, a filter could be
depbyedthat drops all traffic from that specific network. Eventhough this stops the atteck, it alsodenies
serviceto all otherclients on the attacler’'s network. This soluion is a little blunt, but still congitutes some
progessbecasethe restof theworld remairs unafectedby thisfilter.

The attadker canget arourd this filter by launching an attadk from different networks. The victim is
now faced with a distributed DoS (DDoS) attack If the attaker compramisesl machire on N networks,
theneachmachineneed to geneate1/N of therequired bandvidth to flood the victim. If N is large (and,
congquetly, theamountof traffic gereratedrom eachnetwork small),thevictim cannolonger labeltraffic
from onenetwork asmalicious or benign basedon its relative volume Instaling afilter thatdropspaclets
from all susgectednetworks meangderying serviceto all uses on all those networks and,therdore, defeas
its own purpcse.

The condusion is that soplisticated attadkerswill try to uselP soure addessedrom mary different
subrets. To do that, the attader hasto either find networks without ingress/gressfiltering edge route's,
or launch herattackfrom mary different sitesso that eachattadking client cangeneate aninconspicwus
amountof traffic. Sofar, attakershave not doneary sophisticated IP spaofing. In mary caseshey use
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0.0.0.0asIP soure addess. The sadcondusion is that mary attadks work only becaiseingress/g@ress
filtering is inadive in mary routers. However, it seemsonly a matterof time before more sophisticated
attadks asdescrbedabove will occu.

2.3 Smurf: ICMP flood

A “Smurf” attadk [9] is carried out using ICMP. ICMP is a protocol usedfor sendng control messags.
ECHOREQUEST andECHOREPLY aretwo suchmessags. UNIX' s “ping” progran, for example uses
ICMP to measue roundtrip delays betweertwo machnes.Figure2-1 exemplifiesthis. A serdsanECHO
REQUEST messagto B. B replieswith anECHORERY messag. Thenotaton“A — B” repregntsthe
IP soure addressandIP degination addessin the P padketthatcarriesthe|CMP messge. B knowswhere
to serd its ECHORERLY by looking atthe IP souice addiessin thearriving IP paclet.

HELLO? A->B

A B
HELLO!B —> A

Figure2-1: ICMP without IP spaofing

>
HELLO? C—>B

A B > | C
E— E— HELLO!B —>C

Figure2-2: ICMP with IP spoding

If A spoosk the IP souce address, the situation as shownin Figure 2-2 occus. A serds an ECHO
REQUEST messagédo B, but spoof the IP soure addesshby using C, not A. As a resut, C receves
an ICMP ECHO REPLY from B, seemindy out of the blue. This doesnot poseanimmedide threatto
C becawse C cansimply discad the message The situaion becanesharmfu when A sendsan ECHO
REQUEST to a broadcastaddress. Eachmachineon thereceving network getsthe ECHOREQUEST and
eachmachinerespnds. If A spaofs the IP souce addess,an innocent party will receiwe all the ECHO
REPLYs (seeFigure2-3). Consegjuenty, links androuteis to C mightgetcloggedby all thetraffic.

13
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Figure2-3: “Smurf” attack

“Smurf” attacks work becaiseof a bug in mary ICMP implemenations. A hog may never sendan
ECHOREPLY in respaseto abroactastedeCHO REQUEST. Unfortunatdy, mary ICMP implemenations
fail to check the IP destirationaddessof theincoming ECHOREQUEST.

IP spaofing is anabsdute neaessityfor this attadk to succed. If the attecker fails to spoofthe IP soure

addess,the ECHO REPLY flood will comebackto himself which is similar to shootng into on€s own
foot.

2.4 Trinoo: UDP flood

Trinoo attacks arefar more sophisticatedthan“Smurf” attaks. After compiomisinga machne—awhole
scierce of its own [6]—a small daema is installed which waits for command from a master:the com-
promised machneis turnedinto a zombie. Communicaibn betweenthe masterandthe zombiesis often
encryptedsoasto complicatemattersfor network intrusion detecors. At ary pointin time, the mastercan
instruct all the zombies to startserding UDP padetsto onedegination.

2.5 SYNflooding

Normal estatlishmert of a TCP conrection requres three padketsto be sentbetwea the client and the
sener. (1) aclient serds a SYN paclet, (2) the sener allocatesa TCP control block and send back a

'_\
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Available connections: 100. Half-open: 0. Established: 0.

=]
[=]

Available connections: 97. Half-open: 3. Established: 0.

=]
[=]

SYN

Available connections: 94. Half-open: 6. Established: 0.

>
[=]

SYN SYN/ACK

Available connections: 91. Half-open: 9. Established: 0.

=]
[=]

SYN SYN/ACK

Figure2-4: SYN flood

SYN/ACK padket, and(3) the senerwaitsfor anACK to comebad from theclient. Thisis called a 3-way
handshale. As long asthe ACK from step3 hasnot comebackto the sener, the connectionis in half-open
state Whenno ACK comeshad from the client atall, the conrectionremainsin half-openstat until TCP
timesout afterafew minutes WhenTCPtimesout, the allocatedcontrol block becanesavailable again

A simpleatteck (seeFigure2-4)is for A to continuousdy sendSYN padketsin spoded IP paclets. The
SYN/ACK padketswill go to aninnocentthird party (who will dropthem)andthe requred ACK paclets
never get sentby arnyone. This will causeB to run out of TCP control blocks very fastwith all available
conrectiors in half-openstate. A sener without any available TCP control blocks is unabk to accept any
moreincoming TCPconrections.

Severalsoluionshave beenpropasedfor solving SYN floods: loweringthe TCPtimeou, increasingthe
numberof TCP control blocks, SYN codkies[14] thateliminate the neel to storeinformationon half-open
conrectiors, andspecal firewalls thatbuffer SYN paclets.

2.6 Stealthbombs

To remainfilter-proof, the next geneation of bardwidth attacks might simply geneate a hugeamourt of
normal TCR/IP traffic. A JavaScriptrunning in abrowserthatpops up afew dozenwindows eachfetching a
Webpagefrom onesener meansertan deah for thatsenerif afew thousandpeoge arewilling to runthis
script in their browsersimultaneowsly [10]. Sucha script could easily spread by meansof self-replicating
e-mailviruses.

We make a distinction betveena Stealthbombanda flashcrowd. A flashaowd is a group of benign
clients that overload one Web sener or link closeto the Web sener by cawsing too muchtraffic. A Web
sener displaying the resuts of the SuperBowl finals on a Web pageis very likely to be suljectedto suct

15



not distrib uted distrib uted

no spoofing | spoofing

adaptive Stealth n.a. D-Stealth/Flahcravd
unadaptive Flood Flood+ D-Flood

Figure2-5: Bandwidh attad classfication

a scerario. A flashcrowdis similar to a SYN flood in the sensethat it canexhaust all the available TCP
contol blocks onthesener. It differsfrom a SYN flood in that therequred 3-way handshale to estalish a
TCPcomectian progressesiormally.

2.7 Bandwidth attack classification

Many different types of bandvidth attacks exist. For later use,a corveniert classfication of bandvidth
attaks is chosen;seethetablein Figure2-5. “+” indicatesthe useof spaofing; “D-" indicatesa distributed
attak. This classfication usesthree properties protocol-type, distribution, andwhetheror not IP spoding
is involved. An adapive protocol is one that adjustsits rate when padkets getlost. TCP is an adapive
protocol. Examplesof nonadapive protocolsare UDP andICMP.

No distinction is madebetwee a distributed attadk with spoofingandadistributed attadk without spoot
ing. Onecould alsoargue thata nondistributed attadk with spoding andadistributedattackareof thesame
type, too. Fromthevictim’s point of view thisis true, but in chager 5 we will show that, from aMULTOPS
point of view, they aredifferent.

SYN floodsarenot bardwidth attacls, but rathersener resouce attecks. SYN floodsdo notfit in this
classfication.

2.8 Solutions

Ingress/gressfiltering andIP Tracebak aremethodsto dealwith attaclersthatuselP spoding. Both are
descibedin section 2.1.

A Cisco white pape [15] explains how to usea Cisco router to characterze an attack and how to
recorfigure the route to minimize the negative effects. Unfortunately in someFebruary2000 attacls, it
wasnot a sener thatcrahedunder theload, but rather anupsteamroute. In somecases,the machire that
wassuppsedto stopbandvidth attacks crasteditself [16].

ThelETF is currently writing a draft thatproposesanew ICMP messagtype ICMP Tracebak. These
tracdback messags shauld help solve bardwidth attadks. When forwarding padets, route's can, with a
low probability (1/20000), geneatea tracebackmessagehatis sentalong to the destnation. With enaugh

16



tracebackmessagefrom enaughroutersalong the path,thetraffic soure andpathcanbe determired[17].
Unfortunatel, thisideahasseveralprobdems:

¢ Routes that supprt thesetracelack messags needto be widely depbyed beforethe victim can
actually tracebackpaclets to their soure.

e Attackerscangeneatetracdbackmessges,too. The IETF fails to descibe a prope authentication
mechaism for tracédbackmessags. Authertication implies encryption. Encrypion implies compu
tation, which leadsto a vulnerability for resouce (CPU) attacls. Attackers could sendmary bogus
tracebackmessagsto ahostthatwill, consequenly, sperd mostof its time decryptingthese messags.

¢ Routes assis$ the attacker by adding morepaclketsto theflood.

e Thevictim of a bandvidth attackmight not receve enoud tracetack messagsbecasethey might
getdroppedby overloadedrouters.
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Chapter 3

Designof MUL TOPS

This chapterdealswith thedesgn of MULTOPS.Chapter4 deds with its implemeriation

3.1 Overview

A MULTOPSIs a datastructure designed to keeptradk of aggreyate padet ratesto and from different
subrets. MULTOPSshoud be depbyedin routes (seeFigure 3-1). A MULTOPSis a treewherenodes
in higher layersin the tree coniain aggegatepacket ratesto andfrom sulnetsof increasing size. Nodesin
the deegestlevel of the tree contan padet ratesto andfrom single hoss. More predsely: the root node
containspaclet rates to andfrom subretswith netmag 8. Children of theroot nodecontin paclet ratesto
andfrom subnés with netmak 16. Nodesin the bottom layer contain paclket ratesto andfrom single hogs.
SeeAppendx B for anexplamationon netmags andtheir notaton.

A MULTOPS is suitable for detecting bandvidth attacks by using a significant asymmetryin paclet
ratesto andfrom a certain subretasanindicationfor anattad on or from thatsulmet. Thisis basdonthe
assunptionthatthe TCP paclet rateto a hostor subret is always propational to the paclet ratefrom that
hostor subné.

The shapeof the treeis detamined by paclet rates If the paclet rateto or from a subné exceeds a
certan threstold, a node is crededto keep tradk of paclet rates for subretswithin thatsutnet. Similarly,
a nodeis destoyed if the aggreate paclet rate to and from the asso@ted subne falls below a certan
thresold. This mechansmenalesa MULTOPSto zoaom in andout on subretsdynamially.

A MULTOPS:Is primarily effective aspartof a mechamsm to detectFlood and D-Flood attads, i.e.,
attadks using anunadaptive protocol without IP spaofing. To suc@ssfuly deted otherattads, collabordion
betweerroutessis requred.
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MULTOPS-equipped router

Figure3-1: Locationof MULTOPS-equipedrouters

3.2 Assumptions

A few assumptionsaboutbandwidh attakksaremadein thisthess. Theseassumptionsapgdy to the Februay
2000attacls.

The attacker(s) and the victim are separated by at leag onerouter. Thisassumption
coversall Februay andMay 2000 attads.

In the normal case packet ratesbetweentwo hostsare symmetric. We saythatpadketratesbetweerhoss
A and B aresymmetricwhenthe paclet ratefrom A to B is equd to the paclet ratefrom B to A
timessomecondantk. In othe words:the packetrateto ahod is propationd to the paclet ratefrom
thathod. Whatfoll owsis thatpaclet ratesbetweerntwo sulnetsarealsosymmetric

Although this assimptiondoes not fully cover reality, it doesapply to hods that communi@te with
commony usedTCP implemenations. TCP acknowledges the receifd of one or more paclets by
sendng backan ACK paclet. For example aclient thatrecavesa Web pagefrom a sener will serd
back ACK paclets for TCP padketsthatcomefrom the sener. SomeTCP implemernations serd an
ACK paclet for every recaved paclet, othe's sendone ACK paclet for k£ recaved paclets. Neithe
violatesthis assumgon.

Thisassunptionalsoappliesto hoststhataresendng badk andforth ICMP ECHOREQUEST/REPLY
messags.
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Whatfollows from this assimptionis that asynmetric padet ratesare an indication of unusualbe-
havior.

Routesthrough MUL TOPS-equipped routers are symmetric and stable In thiscontext, asymmetrc route
meansthat if padketsgoing from A to B go through router R, then paclets from B to A alsogo
through R. If thisis not true, then—obviously—arouter canrot detect asynmetriesin padet rates.
Besides being symmetric routesareassimedto be stalde, i.e., routes do not changemorethan once
every few minutes.

Thedetadls of keephgtrad of packetrates will bediscussedshortly.

3.3 Data structure

A MULTOPS:s atreeof nodes. Every node has256 recadswith 2 fieldsto keep track of aggegatepaclet
ratesto andfrom subnés within a certainsulnet. The treeis at most4 levels deep. Level 0 containsthe
root noce only. Theroot nodeconainsaggegatepaclet ratesto andfrom 8-bit prefix subnés (0.0.0.08,
1.0.0.0/8 ..., 255.0.0.0/8). A nodeon level 1 keeps track of aggegate paclet rates to and from 16-bit
prefix sulnets. A node in level 2 containsaggegatepaclet ratesto andfrom 24-bit prefix subnés. Level
3 containspaclet rates to andfrom singe hods. Figure 3-2 shavs a MULTOPS.Thenoce labeled “N130”
keers track of aggegatepaclet ratesto andfrom subnés 130.0.0.0/16,130.1.0.0/16.. . ., 130.255.0.0/8.
Node“N130.37.24” keegpstrack of pacletsrates to andfrom singlehods within subret130.37.24.0/2. See
Appendx B for anexplamation of this notétion.

Nodesare createl and destrgyed in real time to reflectchargesin paclet rates Whenthe aggegate
pacletrateto or from subné S excealsa certan thresold, achild node s createl undertherelevant recod
to keep track of paclet ratesto andfrom all subretswithin S. This“unfolding” cancontinuedown to level
3in thetree. When paclet rates go down, relevart partsof the treearedestoyed (“folding”) to minimize
memoryconsumptian andto avoid the overhead of updaing paclet ratesthatare not of interest. Folding
andunfolding arethe essetial mecharmsmsin a MULTOPS.

3.4 Algorithm

Whenaroutergetsa padet, it extractsthefirst byte of the soure addessof the paclet anduses this value

asanindex to find the appropriate recad in which it upddesthe aggegatepaclet ratefrom all addresses
with the sameprefix. Whena paclet pasesthrough the routerin oppositedirection, the router extractsthe

first byte of the destination addressto find the appropriate recad in which it updatesthe aggregatepaclet

rateto all addresseswith the sameprefix. If either rateexceed a certan thredold, a pointer in thatrecod

points to a child (or, if not,a child is creatd) thatkeeps track of all subretsthatshae the sameprefix. The

secod byte from the addressis usedasanindex in this child nodeto find andupdatethe aggegatepaclet

rate. This proces cancontinuedown to level 3 in thetree(seeFigure3-2).
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Figure3-2: MULTOPS

A MULTOPSKkeepstrack of paclet ratesto and from sulnets. This requiresa notion of diredion. A
route on the edgeof subret D canactin two differentwaysfor eachpacletit is forwarding to D: (1) it
alwaysupdaesthe numbersthatkeep tradk of pacletratesto D, or (2) it alwaysupdatesthe numbersthat
keeptrack of paclet ratesfr om thesoucehost(or soure subné). A route that usesmethal 1 is in outside
protedion mode.A routerthatusesmethal 2 is in inside protedion mode.

Thedifferencebetweerinside andoutsice protedion modeis importantwhenthe souce(s)of the attadk
needto be determired. This is bestexplained using the following example. If MIT’ s router is running
in outsick protection mode, the router usesthe desthation address of outgang (i.e., comingfrom MIT’s
network) paclketsandthe souce addres for incoming (i.e., going to MIT’ s network) paclets to searchand
updae paclet ratesin the MULTOPS. In this case paclet ratesfor sulmetswith prefix 18.0.0.0/8are all
zerobecaseno machinewith this prefix exists outdde of MIT’ snetwork. If MIT’ sedgerouteris running in
inside protection mode,the router uses the degination addressof incoming packetsandthe soure addess
of outgoing paclets. Packet ratesfor sutmetswith prefix 18.0.0.@8 will be the only non zero valuesin
the MULTOPS. In this example, whena bandvidth attad is launchedfrom MIT’ s network, a MULTOPS
running in outside protection modeis unabe to deteminethe souice(s)of the attackbecawseit only knows
the address(es)of the victim(s). Similarly, whena bardwidth attackon MIT is launched,a MULTOPS
running in inside protection modeis unéble to deteminethe souice(s)of the attad.

In eithercase eachpaclet causes atleast1 updat (in the root node)andat most4 updaes(whenthe
treeis unfoldedto level 3 for thatIP addiess).Thecomplet algoiithm is givenin Figure3-3. A route runs
per_ pack et_ex ecut e for eachpadetit recaveson oneof its inputs. Unlessspedfied otherwise, we
assunethatMULTOPS-equppedroutes opelatein inside protection mode.
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#def ine INSID E_PROTEQION O
#def ine OUTSIDE_FROTECTION 1
#define TO O
#def ine FROM1

exte rn int thre shol d; /* Threshol d for unfol ding */
exte rn int mode; /* INSIDE_PROTETION or OUT3DE_PROTECTION */
exte rn Subnet S; /* Sis some subnet clos e to this rou ter */
exte rn Node *ro ot; /* root of MULTOPS */

per_ pack et_ex ecut e(IP packet *pac ket)
{
iflm ode == INSI DE_FROTECION) ({
if(p acket is heading for S)
update _ra te(F ROM, pack et-> sourc e_addr);
else
update ra te(T O, packet-> dest addr);
} else { /* ie ., mode == OUTSDE_PROTETION */
if(p acket is heading for S)
update_ra te(T O, packet-> dest_ addr);
else
update ra te(F ROM, pack et-> sourc e_addr);
}
if(f oldi ng necessar y)
fold ();

}

update r ate(i nt dir ectio n, IPaddres s ip_a ddres s)

{

Node *no de = root ;
Record *rec ord;

for( i =0; i <= 3; i++) {
int n = ip_ addr ess[i ], /* ie. , ith byte fro mip_ address *
reco rd = node->re cord[ nJ; I* ie. , nth record from node */
update rate [dir ectio n] in recor d /* ie ., eith er TO or FROMrate up-
date d */

ifr ate[d irec tion ] > thr eshold)
crea te chil d node;

ifn o child node) /* descend? */
brea k;

else
node = reco rd-> child _node;

Figure3-3: Algorithm for MULTOPS
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3.5 Rates

Let F(S) bethe aggegatepaclet ratefrom subné S andlet 7'(S) bethe aggegatepaclet rateto S. R is
definedas:

_T(S)
( )_W

In words: R(.S) is theratio betwee the aggegatepaclet rateto subret S andthe aggegatepacletrate
from S, asmeasued by a route. Becausel CP ackrowledges the receig of every k paclets by sendng
back an ACK paclet, R will be closeto k for all sulmets,i.e., paclet ratesare symmetric A routerin
inner-protectionmodecansuspet a bandvidth atteck from oneor moremachineswithin sunet S if R is
toosmall. It cansuspet abardwidth attad on oneor moremachneswithin subret S if R istoobig. These
thresholds which we refer to as R,.;, and R,,., respetively, influence the router’s sensitvity to deted
bandvidth attacls: if R, istoosmallorif Ry, is too big, attaks might remainundetcted.If R, is
too big orif R, istoosmall,falsepostivesmightresult

3.6 Unfolding

A MULTOPSkeepstrack of paclet rateson different aggegation levels. If T'(S) or F(S) in a certan
recod r exceedthrestold @, the MULTOPS unfolds . Recordr is unfolded by creating a child nodethat
keers track of aggegatepaclet ratesto andfrom sulnetswithin S. In Figure3-2, for example, the recod
with index 130in theroot nodeis unfoldedinto nodeN130. A recordin anodein level 3 of thetreecannd
be unfolded.

3.7 Example

Suppose MIT’ s edgerouter hastwo interfaces: ethO for all packets coming from the outside world to
MIT’s network, and ethl for pacletsin the opposite direcion. Assumethat this route is running in
outdde protection mode.Initially, the MULTOP Scontdns onenodeonly: theroot node.

A paclet with souice address 18.2416.27and desthation addess130.3724.4arriveson ethl . The
first byte of the dedination addressis 130, sorecad 130is fetched from the root nodeandthe aggegate
paclet rateto all subretswith prefix 130.00.0/8is updated. 200mslater, a paclet with soure addess
130.3.24.4and destnation addres 18.24.1627 arriveson eth 0. The first byte of the souce addessis
130,sorecord130is (again fetched from theroot nodeandthe aggreyatepaclet ratefr om all subretswith
prefix 130.0.0.0/8is updaed. If communi@tion proceedsnormally, the aggegatepacket rates to andfrom
subret 130.00.0/8will beroughly equal

A few minuteslater, a bardwidth attad is launchedon 130.37.24.1,130.3724.2,and130.3724.3from
adozen or somachneson MIT’ s network. The observed paclet rateto subret 130.Q00.0/8quickly exceed
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the threstold; a child is createl underroot node’s 130th recod. Now every packet comingfrom or going
to the targetedmachiresnot only causesan updat in recod 130in the root node but alsoin recad 37 in
the child node. As soonasthe paclet rateto subret 130.37.0.0/16exceed the thredhold, anoher child is
creaed. Soonthereafter, thatchild creaesyetanotterchild. Thislastchild keepsrackof pacletratesto and
from singlehods. If the targeted machine cannd hande the traffic, the paclket ratefrom those machine
will belower than the paclet rate going to those machires. This obsened asymmetrycausesthe router to
drop all paclets going to the threevictims. The attackis stopped. This block is maintaned aslong asthe
attakerskeepserning paclets. Notethatlegitimatepacketsto those machine arealsodropped.

3.8 Folding

Thereverseof unfolding is folding. Folding arecad meansdelding the whole sultreeunder that recad.
We saythattherecordis eligible for folding if both paclet ratesto andfrom sumet S arelessthan(@. The
primary motivation behind folding is to congrain memoryuseandto avoid (maliciously intended) memory
exhaustion. Severalissuesarownd folding needto be addessed:

e How often shoudd recadsin aMULTOPSbefolded?
Compacing canbe made:(1) packet-triggered (2) time-triggeread, or (3) memory-tiggered.

Packet-triggered folding meandolding the MULTOP Sfor every N pacletsthatpas by. Thismeans
thatthefolding frequeng increasesvhenthetraffic rategoesup. Sincesomecompuatioral effort is
asseiatedwith folding, this is abadideabeausea router shoul have its resaurcesfree for routing,
not for folding whenpacletratesgo up.

Time-triggered folding meandoldingtheMULTOPSevery N ms. Obviously, time-triggeredfolding
does nothave the probdem that padet-triggered folding has.Choosimg a correctvaluefor N is tricky,
though. Choosng N too low is bad becaisefolding might not be necesaryevery N msandasa
resut, routing slows down unnecessely. Choosimg N too high is dangerousbecase a router may
run out of memorybefare N mshave passd.

Memory-trigg ered folding meandolding the MULTOPSwhenits memoryusehits a certan thresh
old. A variation is to make the folding frequency increaseasthe MULTOPSmemoryuseneas the
threshold

¢ Whichrecadsarefoldedandwhich arenot?

Obviously, folding eligible recads before otherrecords is best. Finding eligible records canbe ex-
persive, though. A deph-first seach through the whole treeis unatractive whenthe tree hasmary
nodes. Compacing shoubl be quick becausepacletskee pouiing in andmay getdroppedif folding
takestoo long.
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If norecad in the treeis eligible but folding mustbe doneto avoid memoryexhaustion thenthe
foll owing stratgjiescanbefollowed (1) fold records with symmetricratesbefore records with asym-
metricrates, or (2) fold records with low ratesbeforerecadswith high rates.

Sectian 4.6 deabk with theseissuesn the context of the MULTOPSimplemertation

3.9 Memory exhaustionattacks

An attadker mighttry to launch amemoryexhaustionattack onaMULTOPS-equipedroute by cawsingthe
MULTOPSto brand profusely. Thetwo opposingforcesin suchanattadk arethe attadker sendng paclkets
ononeside,andthe MULTOPSfolding partsof the treeon the othe side. The attacler causs nodesto be
creaed, folding causeghemto be destryed. Sincea node for sulmet S is destoyed whenthe aggegate
pacletratesto andfrom S areboth lessthan@), theattadker will try to geneatea bandwidh highe than@
for asmary different subnés aspossble. Sectiond.7dealswith memoryexhausion attaclsin aquantitative
context.
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Chapter 4

Implementation of MULTOPS

4.1 Click

A MULTOPS is implemened as a Click [18] element. Click is a modular software router archtecture
developedatthe MIT Laboratey for ComputerScience A Click router is aninterconrectedcollection of
modules calledelemeits. Eachelemen performsasimple straichtforward tasksuchascommuncatingwith
devices,queleing paclkets,andimplemening a dropping policy. A Click route is configured by feedirg it
afile written in alanguagedesigredto descrbetheinterconnedion betweerdifferentelemerts. Click runs
unde Linux asauserprogramor asakernel module

Figure4-1shovsasimpleClick configuationwith 5 elemens. Eachrectamgle is anelementthearrons
representcomectians betwee elemerts. The arrows indicate the diredion of the paclet flow betwee
elemens. Elementscanhave 0 or moreinputsandoutputs. FromDevic e, for example,hasnoinputsand
1 output; Spl it haslinput and2 outputs.

Incoming paclets are gratbhedfrom a network card (ethQ by FromDevic e. Fro mDevice hasone
argument(eth0 ) thattells it whatdeviceto grabpaclketsfrom. Deperling onits specificaéion, anelemen
canhave zerg one,or ary numberof arguments.Every paket flowsthroughCounter which simply kees
track of the numbe of pacletsby increasinga counterby 1 for eachpaclket thatcomesby. Spli t creats

ToDevice(ethl)

FromDevice(ethQ)| ——= Counter —_— Split(2)

Discard

Figure4-1: SimpleClick configuation
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FromDevice(ethO) ToDevice(ethl)

FromDevice(ethl) ToDevice(eth0)

Figure4-2: Click configurationwith IPRateMotitor

acopy of eachpaclet andpustesonecopy on eachof its outputs. Note thatthe numbe of copiesSpli t
makes (and the numbe of outpus it has)is determired by the agumentpasse to it. Split  pushesone
copy to Disc ard which simply drops eachpaclet onthefloor. The othercopy goesto ToDevice , which
hands the paclet overto anetwork card(ethl) whereit getssentout.

WhenClick runsasakerrel module it allows userlevel programsto querly someelemens. Interaction
betweenuserlevel progamsand Click goesthrough the/pro ¢ file systam. For example,the commarn
cat /pro c/cli ck/C ount er/co unt printsthenumberof paclets Counter hasseensofar. Certan
elemerns allow their behaior to be influencedin real time by writing to a/pro c file. For example,the
court of Counter canberesé to zeroby executngecho 0 >/proc /cli ck/C ounte r/ire set .

Click elemeng canwrite “annatations” on a packet. An annoationis a perpacket pieceof information
that exists aslong asa padet resides in Click. Annotations enabk elemens to pas informationto eath
other.

More information on Click is available athtt p:// pdos. Ics. mit.e du/c lick

4.2 |IPRateMonitor

A MULTOPS is implemened as a Click elementcalled IPRateMonitor . Figure 4-2 shows a simple
Click corfiguration with anIPRateMon itor . This Click configuration serdsall padketsthatcomein on
ethOto ethl andvice versa. Every paclet is led through IPRateMo nito r andRatio Bloc ker . Col-
labarationbetweenlPRateMonitor andRati oBloc ker is achiexedthroughtwo anrotations. Before
IPRateMonitor pushesa paclet p on oneof its outpus, it annoatesp with the paclet rates that p itself
is apatt of.

TheRati oBloc ker elememimplemensbandwidth attack protection. Ratio Bloc ker calcuktes
R from both anndationsanddropsthe paclet if R violateseither R,,;,, Of R,,q:. Otherwiseit pushesthe
paclet on one of its outputs. Thus, Rati oBlo cker distinguishesbetwea paclets that are part of a
symmetricflow andpaclets thatarepartof anasymmetic flow.

28



struct Counter _parent* struct Stats* _prev struct Stats* _next

_~__~> struct Counter*
EWMA EWMA  struct Stats * L7

\ /

struct Counter

struct Stats

Figure4-3: Counte andStats

4.3 Data structure

IPRateMonitor isimplemeriedusingtwo str uct s: Counter andStat s.
stru ct Counter {
EWMArev_ rate ;
EWMAfwd_ rate ;
Stats *ne xt_| evel;

stru ct Stat s {
Counter * parent;
Stats * prev, * next
Count er* counter[2 56];

Stat s * bas €;
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ClassEWMAmplemens an exponentially weighted moving average. EWM#are usal to ke tradk
of rates Counter is the C++ equivalentof a MULTOPSrecad. In addtion to 2 EWM#, Counter
containsa pointer to a child node (next_ leve |) whichis NULL if therecad is not unfolded andhasa
nonNULLvalueif therecadis unfolded. In thatcasgenext _leve | pointstothechild node Stats isthe
C++ equialentof aMULTOPS node It contains256 Count er * pointersandsomeaddtional pointers.
_bas e is apointerto theroot node.Figure4-3 showsa schematic represenation of both datastrudures

4.4 Algorithm

Figure4-4 shavs the simplified codethatis execuedfor eachpaclketin arouter thatis operatingin inside
protectionmode.Whenapaclet is ready, Click wakesupIPRat eMonitor by callinghandle_pa cket .
handle_p acket callsupdate with eitherp’s souice addessor destiration address,depending on the
input thatthe paclet arrivedon. After update , it pushe the paclket onthe correspording output.

update startswith afor -loop in which it usesi to extrad a specfic byte from address . This
byte(x) is usedto gets->c ounte r[x] (i.e.,thex-threcadin nodes). If s-> count er[x ] isNULL a
Counter is allocatedandassgnedto c. In ary casgeitherc-> fwd_r ate orc->r ev_ra te isupdated.
Finally, it checls for adeepe Stats by looking atc->n ext | evel . If nonNULL(i.e., c is unfolded),
anoheriterationis doreforc = c¢-> next_ leve | . Otherwisetheloopis broken.

After execution of the for - loop, ¢ points to the deegstavailable (i.e., unfolded) Counter for this
addr ess . Paclet p is anndatedwith c->f wd_rate andc->r ev_ra te . After that c is unfolded
if eithe c->fw d_ra te orc->r ev_ra te is higha than _thre sh. _thre sh is the C++-equivalent
of Q. As long asboth ratesstay below _th resh , the Count er remairs folded. Thei<3 partin the
if -statemehpreventsthedegestlevel from being unfolded.

4.5 Unfolding

In anexperiment,anearly implementéion of MULTOPSusing memory-tiggered folding wassubjededto
a bandwidh attackthatinvolved IP souice addessedrom mary different subnés. The MULTOPShadan
imposel memorylimit of M, ... Resuls shav thatthe memoryuseof the MULTOP Sfluctuates extremely
within a smalltime scde. This behaior occus regardless of the size of M., provided that the attadk
forcesthe MULTOPSto allocatemorememorythan M,,.... Thefluctuaionsarethe resultof the following
seqenceof events: if norecodsareeligible for folding, the processdivides @ by 2 andtries again. After
severd iterationsof not finding any records to delge, Q becanesso low that nealy every recod in the
tree sudaenly becomesligible for folding; the tree collapses. After that, the tree expards quickly dueto
incoming padets, violatesthe memorylimit again,andthe cycle stars anev. Theseextreme fluctuations
occu for lessaggessve methalsof lowering @, too.

The soluton to this problemis to never unfold a recod if that would violatethe memorylimit. This
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IPRateMonitor :ha ndle _packet(i nt inpu t_po rt, Packet *p)

{

}

ifi nput_ port == 0)
updat e(p- >src _addr ess, p, tru e);
else
updat e(p- >dst _addr ess, p, fal se);
outp ut(in put_ port ).pus h(p) ; /* push packet on outp ut input port. *

IPRateMonitor :up date (char address[ 4], Packet *p, bool forw ard)

{

stru ct Stat s *s = base;
stru ct Counter *c;

/* Descend into MULDPStree whil e updating rate s. */
for( int i=0; i<4; i++) {
char x = addr ess[i |;
ifl( ¢ = s->c ounte r[x] ))
¢ = make_cou nter (s-> count er, X)

if(fo  rwar d)

c-> fwd_rate. update() ;
else

c->rev_ rate. update() ;

iflc  ->ne xt_| evel)
bre ak;

s = c-> next _leve I

}
annotate_ packet(p , c->fwd_rate, c->rev_rate) ;

/* Unfold if necessary *

if(( c>fw d_rate >= _thresh || c->rev_rate >= _thresh) && (i < 3)) {
c->ne xt_| evel = new Stat s();
c->ne xt_| evel ->_parent = c;

}

Figure4-4. Codeexecutal for eachpaclet
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policy is a variation of memory-tiggered folding andis called the “no-grow” policy. IPRateMonito r
follows the no-grow policy. This introducesa problem, though: the tree canno longer unfold ary recod
afterit hasreahedits memorylimit. This condition is called “no-grow lockup”. The next secton looks at
possgble soluionsagains no-grow lockup.

4.6 Folding

In IPRateMonitor , the no-growpolicy is combired with time-triggeral folding. Thus,no memoryis
allocatedif thatwould violate theimposal memorylimit andthe MULTOPSis foldedevery N mswhateer
its stateis. If a no-grow lockup ocaurs, it lastsno longer than N ms. Furthemore, thereis no risk of
choasing N too large becausememorywill neverrunout. N = 1000 msin IPRateMo nito r .

Thenodesin thetreearekeptin alinkedlist, hence pre v and_next ineachstr uct Stats . During
folding, the processtraversesthis list of nodesin searchof eligible recads(i.e., recodsfor whichT'(S) and
F(S) arebothlower than@). In aninitial implemenation, the linked list wasordered suchthat the most
recenly upddednodeswerein the front of thelist andthelongestuntowchednodeswerein thebad of the
list. This strateyy is basedon the assumpbn thatthe longestuntouchednodes weremostlikely to contain
recodseligible for folding andcoud, therdore, be foundin the backof thelist. Keepingthelist ordeedin
thisfashbnrequred anupdatin thelinkedlist for eachpaclet. Thetotal overheadinducedby keepingthe
list ordered wasbigger thanthe time gainedduring folding. For thatreasm, the currentimplemenation of
IPRateMonitor  simply appendsnew nodesat the endof the (unardered list. Compactimg traversesthe
linked list andinspectseachnodeon record eligible for folding. If norecadsareeligible for folding, then
Q is decrasedby 5% andsearclng startsagain

To avoid heavy fluctuationsin memoryuse(asde<ribedin sedion 4.5), folding stopswhena certan
fraction f of allocatedmemoryhasbeenfreed To avoid that nodesin front of the list aremorelikely to
getfoldedthannodesatthe backof thelist, the processrandanly traverseghelist in forward or backward
diredion. WhenMULTOPS memoryuseis at its imposed maximumandsuddenly no morepacletsarrive,
its memoryusewill decreaseby afraction f every N ms. Thegraphin Figure4-5showsthedropin memory
useafter 1000 attaclersfrom 100 subretsceasetheir bandvidth attadk. The y-axis shovs memoryusein
bytes andthe x-axis showstime in secomls. At ¢t = 5 the attackstarts at¢ = 10 theattack stogps. N = 1000
andf = 10, i.e.,every secand 10% of memoryusedby IPRateMo nitor s freed.

4.7 Memory exhaustionattacks

Section3.9sketchesascenaio in whichanattaclertriesto runaMULTOPS-equipedroute outof memory
by forcing the MULTOPSto brand profusely This sectbn explainshow IPRat eMonitor  dealswith
suchattecks.

To keep memoryconsumptionaslow aspossble,IPRat eMonitor  only allocatesrecods(Counter
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Figure4-5: Memoryuseof IPRateMonite asaresut of folding

stru ct s)andnodeqStats struc t s)whennecesary ImplemertingaStat s asanarray of Count er *
pointersasoppo®d to an array of Counter redu@sthe sizeof Stats from 7180bytesto 1040bytes.
Although keeping the datastrucure smallis desiablefor mary differentrea®ns,it only stretdhesthetime
befare aroute runsout of memory It doesnot prevent memoryexhaustion.

Sincenodesrequre more memorythanrecords, the mosteffective way to run IPRat eMonitor  out
of memoryis by forcing it to allocatemary nodes. Assumethat the attacker hasinfinite resoucesandis not
congrained by ary ingress/gressfiltering. The attacker runsthefollowing program:

for( 1=0; I<=2 55; I++)

for( k=0; k<=255; k++)
forG =0; j<=2 55; |++)
fori =0; i<=255; i++) {

for k(pr ogra m sending packets with sour ce address ij. k.l at rate
if( --max_address es == 0)
exi t(0) ;

}

Eachiteration of the innermostloop stars a proggamthat keeps sending IP packetswith IP souce ad-
dress.j.k.l atrateof Q+1 paclketspersecaodthroughtheattackedroute. After forkingoff max_addr esse s
progamstheloop stops. Thisalgorithm mosteffectively maximizeshenumberof nodesin the MULTOPS.
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Figure4-6: Relation betwee bandvidth andmemoryuse

Theamourt of memory(M) the MULTOPSallocatesin the attadked router, asfunction of 4, 5, k, andl, is:

l=k=7=0 : c(i) =4

l=k=0 i c1(j) = co(256) + (3r +2n)(256(5 — 1) + (i + 1))

1=1 : co(k) = c1(256) + (2r + n)(2562(k — 1) + 2565 + (i + 1))
c3(l) = c2(256) + r(2563(1 — 1) + 2562k + 2565 + (i + 1))

r+3n)(i+1)

M=n+

wheren is thesizeof aStat s (1040bytes)andr is thesizeof aCounter (28 bytes.

Thegraphin Figure4-6 showsthatanattader, running the above algoiithm, need to gengatespoded
pacletsat a bardwidth of rougHy 16 Gbit/sto make IPRateMonitor  allocae 128MB of memory pro-
vided thatthenetwork hasthephysical capalility to carrythistraffic to thetargetroute. Thegraphis plotted
for apacletsizeof 34 bytes andfor ) = 1000. Givena maximumavailablebandvidth anda memaorylimit
in arouter, () canbe setto a valuethat ensuwesmemaorynever to run out It is safeto concudethatit is
impossble to run IPRateMo nitor  outof memory

4.8 Measurements

To measue performanceof IPRateMonitor , a simple Click configuation wasrun in a Linux kernd
2.2.160n an off-the-shé PC (Pentiun Ill, 700Mhz, 256 KB cacle, 256 MB memory)that sendspaclets
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throughanIPRateMonitor elemen thatusesthe paclets’ IP soure addessto index in the MULTOPS.
BogusUDP/IP paclets were gereratedby Click itself to avoid interaction with network cards Apperdix
A shaws the Click configuration that was usedfor thesemeasuements. RoundRobinUDP IPEn cap is
initializedwith a setof IP addesseghatit traversesin round-robin fashio to useas|P souce addesson
UDP/IP paclets it geneates. This simulatesan IP spoofingattecker. IPRateMo nitor is initializedwith
differentvaluesfor MEMLIMI T, andalways with @ = 0, i.e., maximumunfolding.

Thegraphin Figure4-7 shavs the numbe of pacletsthatIPRat eMonitor canhande asa function
of its imposal memorylimit. Thegragh shavs 5 lines, eachrepresenting the numberof different IP soure
addiessesn the pacletsflowing through IPRateMonitor . The actual addesseausedon the UDP/IP
pacletsaredeterminedoy thealgorithmin section4.7. For example, theline labeled“4096 addresses"shovs
thatIPRateMo nito r canhande roughy 240,0® paclets per secand whenit has10 MB of memoryat
its disposal. The padketscomefrom the same4096 different subnées as pacletsthat are generged by the
algarithm in sectian 4.7 with aninitial valueof 4096for max_addre sses .

From Figure4-7 it is clea thatIPRateMo nito r canhandke more paclketswhenits available mem-
ory is less A small MULTOPSfits in cacheentirdy andis, therdore, fast As the amountof available
memorygrows, sodoesthe sizeof the MULTOPS which malesit too big to fit in cacte entirdy andcacle
missegesut. Theperfaomanceof IPRateM onito r for 256, 512,and1024 addressess rougHy thesame
(270.000 paclets/se). In thesecasesthe treeis smallenaughto fit in cacle entirely. For 2048and40%
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addiessesye obseave that rateskeepdroppng up to a certain stabk point. In both cases, the treegrows
pastthe capaity of the cacle. As aresut, its performancedropspropationd to the amourt of memory
usedby IPRateMo nitor

Thegraphin Figure4-8 shavs the numbe of CPUcyclesthatiIPRat eMonitor consumesper paclet
asafunction of its imposedmemorylimit. Thedifferent lines have the samemeanirg asin Figure4-7. An
IPRateMonitor consumesmore CPUcycles whenit is given morememory Most likely, mostof thes
cyclesaresper waiting for amemoryfetchafter a cachemiss.

IPRateMonitor ’'sperfamanceis beterwhenit haslittle memoryat its disposal. Unfortunatdy, its
ability to unfold recods and therdore, to preciely determire the source(s)of the attack is alsolimited.
Improving the speedof IPRateMonitor  can be achieed by making the tree consumeless memory
Section6 propcsesa methodto achieve this.
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Chapter 5

Detectingbandwidth attacks with
MULTOPS

We explore the ability of a MULTOPSto detectbandvidth attadks usingthe atteck classfication preseted
in sedion 2.7.

Consicer the setupin Figure5-1. S is a Web sener, A is a single attacler or a group of attackerson
different networks—this will be specified per example R is arouter. The fat lines representlinks with
a highe capaity thanthe link thatis repregntedby the thin line. R hassomesort of paclet dropgng
mechaism basedon MULTOPS.C is abenig client or agroup of berign clients on differentnetworks.

5.1 Flood and D-Flood

In Flood andD-Flood bandwidh attacls, the attacler sendgpacketsusing annonadative protocol suc as
UDP or ICMP. The attacler does not spooflIP addresses.

Suppaethat A stats her bandvidth attad by sendhg ICMP ECHO REQUEST pacletsto S atarate
thatsatuatesthelink betwea R andS. As aresult mostpacketscomingbackfrom S getdroppedin R;
C’sbrowserfreezes. R obsewvesanasymmetryin the paclet ratesfrom A andto A, andanasymmety in the
paclet ratesfrom C' andto C. Conseguenty, R concudesthatboth A andC areattakersand,therefore,
drops their paclets. In reacton to that, TCPin C' backsdown becawseit seesno ACKs coming from S.
Becaug C is no longersendng packets,symmetryis re-establshedand R stopsblocking pacletsfrom C.
A, onthe othe hand,keefs sendng packetsand,with that, maintairs theasymmetry

If AisadistributedattaclerlaunchingaD-Floodfrom N differentnetworks, theneachclientgeneates
1/N of therequiredbandvidth. R will obseve asymmetresin the pacletratesto andfrom eachof thoseN
networks. Consegently, pacletsfrom thoseneworks aredropped. Conclusion: a MULTOPS:s very well
suited for stoppng Flood and D-Flood bandvidth attacks. However, mary factas play a role in deteding
D-Flood attecks: the value of N, how muchbenign traffic there is from those N networks, andthe value
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Figure5-1: Examplebandvidth attacksetup

of Ryin. If N is high, the relative volume of malicioustraffic from that network is small, and, therefore,
theasymmetryharde to detect. Similarly, if arelatively large shareof traffic from a subretis berign, it is
hardto detect a maliciously causel asymmetty. Thecloser R,,,;,, is to 1, the moresensiive the routeris to
asymmeties, but the higher the chane for falsepostives.

5.2 Flood+

In Flood+ bardwidth attacls, the attacker sendspadets usingan non nadapive protocol such asUDP or
ICMP. Theattaker spook P addresseswhichis only possilbe if sheis notbehird aningres/egresfiltering
edgerouter.

The attader canlaunch a sucessfu Flood+ bardwidth attackif sheuses C’s addessfor spoding.
R obsrvesanasymmetryfrom (what R thinks is) C' and subseuenty drops all padketscomingfrom C,
including pacletsthatarerealy sentby C.

A routerin outer-proectionmodedeployed on the edgeof A’s network will deted the attackon S be-
cauethatrouterobsrvestheasymmetrybetweerpaclets going to S (mary) andpaclketscomingbackfrom
S (few or nore atall). Concluson: aMULTOPS-equippdrouter canonly stop Flood+attadks if deployed
on (or closeto) the attacker’'s network. More geneally, a distributed appraach,i.e., having MULTOPS-
equppedroutersspread out over the entre Internet, increasesthe ability of the sysemasawholeto deted
distributed bandvidth attacks thatuselP spoding.

5.3 Stealth

In Stealthbandvidth attacls, the attaker sendspaclets using an adapive protocol; mostlikely TCP. The
desigh of MULTOPSmakesit unsutableto deted this type of atteck.

38



An attacker can openmary normal TCP conrections to a sener andlet eachconrection download a
big file. If the resuting traffic consttutesan overload, thenall TCP comecticnswill slow down, including
bengn TCP comectimsto thatsener. Deploying MULTOPS-equipedrouteas on the attadker’s network
doesnot stopthe atteck either, sincethis attackcausesno asymmety.

Therearesererd waysto adap asygemwith aMULTOPSto make it moresuitabie for detecting Stealh
bandvidth attacls.

e Rate-lmit certan clients whentotal bandvidth neas threshold.

Insteadof looking at ratios only, a MULTOPS could easily keeptrack of the tota bandvidth going
through the router. As soonasthe totd bandvidth exceed a ceriain threslold, the router canrate
limit clients that conaime mostbardwidth, the clients that have most connestions, the clients that
showmostasymmetri behavior, or even based on the payload of padkets. The aggessivenessof
this rate-imiting cangrow asthe total bandwidh nearsthe maximumbardwidth. This stratey is
similar to RED [19] andturnsMULTOPSinto a dropgng policy basel on paclet rate (a)symmety.
Legitimateclients thatusea high bandvidth will notlik e this, though.

e CreateasenerAPI.

A route coud askasenerhow it is doing. In the eventthatthe sener letstheroute know it cannd
cope with all thetraffic it recaves,the route canrate-limit or complketely droptraffic to that sener.
Of course communcationbetwea routersandseners need to go over a different link than the one
under attadk; a phoneline, for example.

¢ Communicdion betweerrouters.

Whether or not a susgectedvictim is realy unde attackcanbe determired with greate precison if
MULTOPS-equipedroutets cansend(parts of) their MULTOPSto otherrouterswho compae this
datato the contents of their own MULTOPS. This introducesseverd prablems,though. Communica
tion canrot bedonethroughfloodad links, andattackerscanforge this dataandsendit to routers,too.
Out-of-bandcommurication providesa solutiion to both problems.

5.4 D-Stealth/Flashciowd

In D-Stealthbandwidh attads, the attadker serds packetsusinganadaptve protocol; mostlikely TCP. The
attadker doesnot spod IP addresses Becaisea MULTOPSseachesfor asymmetiesto deted attads, it is
not suiteble to deted attacks thataremountedusinganadapive protocolssuchasTCR

Unlike a Stealthattack a MULTOPS-equipedrouterdedoyed on the victim’s network canrot deted
the atteck, sincetraffic flows are symmetrc and therebre, inconspicwus. A Flashcrowdis similar to a
D-Stealthattad, but moredistributed thana D-Stealthattack
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5.5 SYNflooding

SYN floodscanbestopedby aroute becageeachSYN requiresaSYN/ACK to besert back,whichis the
kind of symmety a MULTOPS expecs. If anattadker keeps sendng SYN paclets withoutany SYN/ACKs
comingback,the attackbecanessimilar to a Flood. The capaility of a MULTOPSto deted¢ a SYN flood
strorgly depemls on the values of R,,;, and R, though. A shot exploson of SYN paclets may be
enowh to run a sener out of TCP control blocks, but may be too shott for the MULTOPS to deted the
asymmety.
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Chapter 6

Futur e work

We suggest thatthefollowing issues arefurther explored.

Mak e unfolding R-trig gered, not Q-trigg ered. Currently, arecod unfoldsif thepaclet rateexceedthresh-
old Q. A single paclet rateis not anindicationfor anattack though; asymmetryis. Thus,if paclet
rates areasymmetre, the relevant records shauld beunfolded Carehasto betaken, though, thatthis
chargedoes not make the MULTOPSmorevulnerableto memoryexhaustion attacls.

Look into application-dependentand level-dependen thresholds. By makingQ, Rpin,
andR,,., applicationdepemlent,aroute’s overall sensitvity to attadks canbeimproved. In addtion,
since average paclet ratestend to be lower in deeper levels of the tree, making thresholds level-
dependent is anobvious improvemert.

Handle delayed ACKs correctly. TCPwaitsashorttime betweerreceivinga paclet andsendng anACK.
If, in thatperiod, one or more packetscomein, then TCP acknowledges only this lastpadet. This
invalidaies the assaimption that traffic ratesare symmetric This probdem can be solved by settirg
Ry,in and Ry, suchthatthe MULTOPSaccets asymmetrt conrections. Unfortunatey this will
alsoseverely degradethe sersitivity to attaks.

Look into differ ent folding strategies. Currerily, the whole treeis seartiedfor eligible recods. Search
ing stopswhena certan fraction f of memoryis freed. If the attacler managego blow up thetree
faser than folding canredwce it, thenmemoryexhaustion might resut. Fraction f andthresiold @
shauld increasse asthe total memoryusegetsclose to its imposed maximumto make folding more
aggessve. Anothe (addtional) methodis to make the frequeng of time-triggered folding increase
asthetotal memoryusegetsclose to its imposedimit.

Do more on Stealthbombs. Stealthbombsarea MULTOPS’ Achilles heel. Section5.3 proposesseverd
ideas to make MULTOPSbette in detecting Stealthbombs, but morereseach is neeckd.
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Impr ove performance. To improve cacle performance level 0 andlevel 1 of the tree canbe combined
into a two dimensonalarraywheretherow is choenbasedon thefirst byte of anIP addres andthe
column basedonthe secom byte of anIP address.

IPv6. With smalladapatiors,IPRateMonito r canbemadesuitable for IPv6. Its memoryrequremens
aredifferent,though.

Asymmetric routes. If routesarenot symmetric,thenroutersneeal to exchangeinformaton to find asym-
metries. For example,if a network hasone router for all incoming traffic and one router for all
outgoing traffic, thentheseroutersneedto exchangedatato detectasynmmetries.
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Chapter 7

Conclusion

This thess propcsesa bardwidth attackdetecion mechaismwhereinroutersmonitor traffic andconsder
a subne to be under attackwhen the paclet rate coming from a subné is dispropartiond to the paclet
rategoingto thatsubne. A MUIti-Level Treefor Online Packet Statisticc (MULTOPS)is a datastrudure
suitable for keepng track of packet ratesto andfrom different subretson differentaggegationlevels. A
MULTOPScanbe usel to detect incoming or outgdng bandwidh attecks.

A MULTOPS:Is suitable for detectingbandwidh attacks thatare mountd using unadaptive protocols
suchas UDP and ICMP. This covers all Februay 2000 attadks. To our knowledge,no such detedion
mechamsm hasbeenpropedyet. In somecasesa MULTOPSiIs suitableto detectbandwidh attecks that
aremountel using adayive protocolssuchasTCP Deperding ontheattadk, aMULTOPS canpoint outthe
sourcesof theattack It is excealingly difficult to runa MULTOPS-equippdrouter out of memory

Measuementsshowthat the perfomanceof a MULTOPS is primaiily influencedby the size of the
cache andthenumtersof IP souceaddessesnvolvedin the attack
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Appendix A

Click configfile for performance
measurement

is = Infin iteS ourc e(<00 000000111 1111122222222 333333334 4444 4445 555>,
5000000, 1);

udpgen :: RoundRobinUD PIPEncap (

0.0. 0.0 1234 1.0. 0.2 1234 1,

1.0. 0.0 1234 1.0. 0.2 1234 1,

2.0. 0.0 1234 1.0. 0.2 1234 1,

254. 0.0.0 1234 1.0. 0.2 1234 1,
255. 0.0.0 1234 1.0. 0.2 1234 1,
0.1. 0.0 1234 1.0. 0.2 1234 1,
1.1. 0.0 1234 1.0. 0.2 1234 1,
2.1. 0.0 1234 1.0. 0.2 1234 1,

254. 1.0.0 1234 1.0. 0.2 1234 1,
255. 1.0.0 1234 1.0. 0.2 1234 1,
.. etc.

)i

is -> udpgen ->

Cycl eCount(0) ->

rm . IPRat eMonitor (PACKETS, 0, 1, 0, <MBM_LIMIT>) ->
Cycl eCount(1) ->

st .. Store Cycl es(0 ,1) ->

co ;. Counter -> Disca rd;
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Appendix B

Netmasks

Therearetwo different notaions for network prefixes. Thefirst is a.b.c.d/k.l.m.n wherea.b.c.d is an P
addess,andk.l.m.n is a netmask Theresultof a logical AND operation betwee the IP addessandthe
netmas is the prefix of all IP addiessen anetwork. For example onnetwork 18.24.123.69/255.255.0.0,
all addresseshave prefix 18.24.0.0.

The seconl notaion—the oneusedin this thess—is a.b.c.d/z, wherea.b.c.d is an IP addessand
dendesthe numberof all-one-bits. If z is lessthan32 (i.e., thetotd numbe of bitsin anIP addess)then
it is right-padded with zerces. The resultof the a logical AND opemtion betweena.b.c.d andthe zero
padded netmaskis the prefix of all IP addresseson a network. For example on network 18.24.123.69/16,
all addresseshave prefix 18.24.0.0.

51



